Security Cogs & Levers ‘
(Based Loosely on my chapter from “Beautiful Security” by O’Reilly) T

S
|

Mark Curphey - Product Unit Manager
Microsoft IT - Information Security Tools Team



Introduction
Tomorrows Technology vs. Today's Security Technology
Five Year View —Things to Watch

Something We Are Building Now

Interesting Quotes from Famous People




First Topic: Introduction
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Things You Are

Good At
|deal Job!

Things You Things People
Enjoy Will Pay You
To Do




Pr|Ts1,T<1] = @, (E(L), ¢*(E(D)),Y)




S=f(__)

Security is a function of ...




S = f(°WFF)

Degrees of Warm Fuzzy Feeling




S=f(p,d)+Rn

(Prayer, Denial) + Number of Days till Retirement




S=f(n)

Where n is the number of security guys you know




S=f(1/n)

Where n is the number of security standards documents you
have read




S = f(#B*#FCA)

Number of people you can blame multiplied by the number of friends you
have that can cover your back-side




S = f(Bu : Br)

Builders versus Breakers




Second Topic : Tomorrows Technology versus Today's

Security Technology




Time for some video

1. Futurists (High Long)
2. Hollywood (Medium)

3. Reality (Eew-Short)



















What is the World’s Most Widely Used Corporate

Information Risk Management Tool?
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Spaghetti-Like Architecture

Legacy Purchased
: P.
E-M Applications ackages
i Yo
o= S =
Autonomous
% Message Down- g
: queue 'ﬁfed _ .
F1P Screen 4 Screen 1\,
) ICS galewayt Trans- SCEPR A Trans-
file _ action action :
file s frReC L " 5Srg
E-mail ' S \
oo N N P | e [
e g action | action H pieccage
g CICS gateway h_"e queve P2
Browser — HTTP
End-User Developmen oo
| Message load APPC Outsourced and
- file ASP Applications

ions From M and
Neketiia Fa Wi i 15 )



The fundamental processes of security maybe common but few
security teams are the same




“The underlying technology most people are using to build security management
tools on simply wasn’t designed for the purpose " —Fortune 100 CSO




Third Topic: Five Year View —Themes to Watch




Systems Thinking
. Social Networking

Platforms l

Identity Technology
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- Imagine if we could effectively share knowledge?
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Risk Management Process
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Wine Quality = 12.145 + .00117 * winter rainfall + .0614
average growing season - .00386 harvest rainfall




Hll Most security management people don’t want to build
software....they just want to build useful applications
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|dentity is about a LOT more than user roles and privileges



Fourth Topic: Something We Are building Today




Hll Connected Information Security Framework

Intornet Explorer Office 2007 (Outlook, Excel, Word,
P PowerPaint)

Portal (ASP.NET)

Information Security

S Application A Application B Application C Application D

Risk Tracker Application

Security Task Notifications Workflow
Controls Management & Messaging (BPM)
Service Service Service

Data Warehouse

SQL Server 2008 . : - Identity Lifecycle ‘Geneva”
(QRAS) NET 3.5 Active Directory BizTalk Manager e
[ |

Windows 2008

Coming Summer 2009 !



Fifth Topic: Interesting Quotes From Famous People







A fool with a tool .... is still a fool




‘It is not the strongest of the

species that survives, nor the
most intelligent, but the one

most responsive
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Chinese proverb : When the wind blows some people build high walls, others build windmills



That’s All Folks!




